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Abstract

In this paper, we presenta novel approach of authen-
ticating users accessingthe resourcesof any systemusing
RandomDistribution Functions.Theproposedmethodin-
volvescollectingdatathat representsthebiometricpattern
of a user and converting this biometric data into a form
that can be mathematicallymanipulated.This is followed
by applicationof statisticalmethodsto �nd an expression
that de�nestheuser's biometrictraits, againstwhich (s)he
canthenbeauthenticatedin future. Thealgorithmaimsto
developa systemthat haslow FalseAcceptanceandFalse
RejectionRates.We illustratethis usingKeystroke Dynam-
icsasoneof theBiometricAuthenticationsystems.

1 Intr oduction

Biometricsis a �eld that recognizesthatall humansare
differentin theirphysicalmakeupandit is possibleto iden-
tify peoplebasedon thesedifferences.Hair, color, height
andthesoundof avoiceareall examplesof how peopleare
different from eachother. A combinationof thesediffer-
encescreatesour identityandmakesusdifferentfrom each
other. The principle of Biometrics is to usesuchunique
characteristicsof a personto identify whetherthepersonis
who he/sheclaimsto be. Biometric identi�cation is under-
stoodto meantheunambiguousrecognitionof anindividual
on the basisof personalphysiologicalor behavioral char-
acteristics.Thesecharacteristicsarethe so-calledprimary
featuressuchas�nger print, iris or retinal patterns,voice,
handwritingor movement.They areunique,distinctiveand
not transferable.They cannotbe lost or forgottenandcan
only befakedto a limited extent.
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Thevariousdifferentbiometricproceduresfall into thefol-
lowing categories-

1. Staticprocessesrelatingto theidenti�cation of -

� Fingerprints
� Handgeometry
� Iris or retina
� Face

2. Dynamicprocessesrelatingto therecognitionof -

� Handwriting
� Keyboardtypingpatterns
� Voice
� Lip movement
� Behavior analysis

1.1 Instant Recognition!

All authenticationsystemsinvolve associatingtheusers
of a systemwith a uniqueidenti�cation key. In most of
thecommonlyusedsystems,thishappensto beapassword.
Suchidenti�cation keyscaneasilybefakedor hackedinto.
To block accessof an invalid user, it is essentialto usea
characteristicof the authenticuserthat is so innateto him
that no other usercan fake it. The useof Biometricsfor
userauthenticationprovidesonesuchsolution. Biometric
patternsarequite distinctive for differentusers,makingit
possibleto identify themonthebasisof theirbiometricpat-
terns,thusmakingtheauthenticationprocedurereliableand
alsodif�cult to hackinto.

1.2 KeystrokeDynamics

Onesuchsafeguardis keystrokedynamics.As thename
implies,this methodanalyzestheway a usertypesat a ter-
minalby monitoringthekeyboardinputsthousandsof times
persecond,andaimsto identify usersbasedon certainha-
bitual typing rhythmpatterns[Mi194].



When a persontypes, the latenciesbetweensuccessive
keystrokes,keystroke durations,�nger placementandap-
pliedpressureon thekeyscanbeusedto constructaunique
signaturefor that individual. For well-known, regularly
typedstrings,suchsignaturescanbequiteconsistent.
Thekey advantagesin applyingkeyboarddynamicsis that
thedeviceusedin this system,thekeyboard,is unobtrusive
anddoesnotdetractfrom one'swork. Enrollmentaswell as
identi�cation goesundetectedby theuser. Anotherinherent
bene�t to usingkeystroke dynamicsis that it doesnot in-
volve the developmentof new hardware(asis requiredin
caseof authenticationusing iris scanor �ngerprints) and
hencebuilding thesystemis inexpensive. Keystroke-based
authenticationalso offers useful advantagesfrom imple-
mentationpointof view. It hasbeenfoundthattheinforma-
tion abouta person's typing patterncaneasilybe encoded
mathematicallyby noting the time latenciesbetweensuc-
cessivekey pressesand/orreleases.Furthermore,keystroke
dynamicsis not intrusive,makingit veryapplicableto com-
puteraccesssecurityastheuserswill be typing at thekey-
boardanyway. As a result,keystroke biometricsnaturally
lendsitself asan ef�cient methodof identi�cation andau-
thentication.Theauthenticationis alsoreliablesincetyping
patternsarequite distinctive for differentusers,makingit
possibleto identify usersbasedon their typingpatterns.
In this paper, we outlineanalgorithmfor Biometricpattern
RecognitionusingKeystrokeDynamicsasaconcreteexam-
ple. The methodeasilylendsitself to otherbiometricsys-
temsaswell. It involvesencodingthebiometricinformation
of theuserstyping rhythmin termsof their time-latencies.
This is followedby applicationof statisticalgeneralization
to thissetof dataandits extrapolationin orderto determine
whethera particularusertrying to authenticate,is indeed
veritable.Thesystemalsoaimsto adaptto minor changes
in the user's typing rhythm that could occurover a period
of time.
Thepaperis organizedasfollows. Section2 explainsthere-
latedworkandthetheoreticalconceptsthatarepre-requisite
to understandthealgorithm.Section3 explainsin detailthe
designof the algorithm(which includescollectionof bio-
metricsamples,their conversioninto a mathematicalform,
authenticationof any user's inputagainstthecollectedsam-
plesandadaptationof thesystemto changesin user's typ-
ing traits).Section4 presentsthe resultsof the analysisas
studiedover a samplerepresentative population.Section5
concludesthepaperanddiscussesthescopeof application
of themethodoutlinedin thepaper.

2 Theoretical Concepts

In this section,we develop certainkey conceptsupon
which therestof thepaperis based.

2.1 Probability and Distrib ution

Statisticalmethodsof distribution and probability �nd
wide applicationsin the �eld of Biometrics. It hasbeen
observed that the mathematicalentitiesthat representbio-
metric featuresof humansfollow certainpatternsthat can
be approximated by randomvariableswith certainproba-
bilistic distributionssuchastheCauchyDistribution, Nor-
malDistribution. Usingthesedistributionfunctions,wecan
convertthediscretedatasetobtainedfrom samplebiometric
inputs(thataretakenfrom theuserin theprocessof regis-
tration) into a continuousfunction,which canthenbeused
to predictthe probability of the particularbiometricentity
taking any given value. This is usedduring the authenti-
cationstageto computetheprobabilityof credibility of the
usertrying to authenticate.Accordingly, (s)hecanbegiven
accessor rejected.
RandomVariable: A randomvariabledenotesa numerical
quantityde�ned in termsof theoutcomeof arandomexper-
iment.Mathematically, arandomvariableX is arealvalued
functionde�ned ona probabilityspace.
Thedistributionfunctionis usedin computingvariousprob-
abilitiesassociatedwith therandomvariableX at different
values/ranges.

2.2 KeystrokeLatencies

Successive key pressesand releasesgive rise to four
typesof key presslatencies-

1. P-P (Press-Press):It is thetime interval betweensuc-
cessive key presses.Physicallyit representshow fast
thepersontypes.

2. P-R (Press-Release):It is the time interval between
thepressingof a key andreleasingthesamekey. This
is analogousto how 'hard' onetypes,i.e. how much
pressureis appliedduringtyping.

3. R-P (Release-Press):It is thetimeintervalbetweenthe
releaseof a key andthepressingof thenext key.

4. R-R (Release-Release):It is thetime interval between
thereleaseof two successivekeys.

Thesefour latenciescollectively form a mathematicalrep-
resentationof thetypingrhythmof auser. For thesameuser
typing thesameword, they areexpectedto have consistent
patternsandnot varyoutof pre-determinedproportions.

2.3 Clustering of Data Points

2.3.1 De�nition

Theclusteringproblemcanbepreciselyde�ned asthefol-
lowing - Givena setof datapoints,eachhaving a setof at-

2



tributes,andasimilarity measureamongthem,form groups
of datapointscalled'clusters' suchthat-

� Datapointsin oneclusteraremoresimilar to onean-
other.

� Datapointsin separateclustersarelesssimilar to one
another.

The measureof similarity useddependsupon the actual
problemat hand. In caseof Keystroke Dynamics,thedata
pointswe have arethetime latenciesandhencewe cluster
themtogetheron basisof how closetheir valuesare (i.e.
Euclideandistancebetweenthepoints)

2.3.2 Feature

For authenticationusing a Biometric Property, we expect
the property to have certain qualities that are distinctive
to individual users,i.e. they stay consistentfor the same
userandvarysigni�cantly for differentusers.Sucha prop-
erty is termedas a Feature. For example, in the caseof
KeystrokeDynamics,theP-Platenciesassociatedwith typ-
ing thepassphraseform a feature.

2.3.3 FeatureVector

In general,the biometricentity we aretrying to formulate
mayhave many features.Thesefeaturestogetherform the
FeatureVectorfor thatbiometricentity. For example,in the
caseof Keystroke Dynamics,the featurevectorcomprises
of variouslatenciesinvolvedin typing thepassphrase.

2.3.4 Cluster Headand Inter -Cluster Spacing

If biometricsamplesof dataarecollected,andtheir feature
vectorsareobserved, it canbe seenthat thesevectorsare
distributedcloseto oneanother. Clusteringof thesepoints
leadsto the formationof groupsof pointsthathave a high
degreeof similarity to one another. Within eachgroup,
thepoint that representsthemeanof all thefeaturevectors
within thatgroupis termedtheClusterHeadandthestan-
darddeviation of all the pointswithin theclusterfrom the
meanvectoris known astheInter-clusterSpacing.

2.4 FalseAcceptanceand FalseRejection

2.4.1 FalseAcceptanceRate

Thishappenswhenanon-registereduseris incorrectlyiden-
ti�ed by thesystemto be an authenticuser. It involvesan
unauthorizedpersongainingaccessto protectedresources
andhenceis potentiallya far moreseriousthreatto secu-
rity. The fraction of non-authenticuserswho areallowed
accessto thesystemresourcesby the systemis de�ned as
theFalseAcceptanceRate(FAR).

2.4.2 FalseRejectionRate

This happenswhena registereduser's biometricdatais re-
jectedby the system.The fraction of authenticuserswho
are rejectedby the systemis de�ned as the False Accep-
tanceRate(FAR).
Thesetwo criteriaareusedtogetherandcanbesetwith dif-
ferenttolerances.For examplewith homeelectronicshop-
ping onewould toleratea falseacceptancerate,while min-
imizing the falserejectionrate. Otherwiseauthorizedpar-
ticipantswould not take part in a procedurewhich rejected
themtoo often. However a low FAR bringswith it a high
risk of falseacceptances.(SeeFigure??) For critical secu-
rity applicationson theotherhand,theFAR mustbemini-
mized,but for secureentryto bankstrong-roomsor atomic
power plantsfor instance,everyoneunderstandsthe need
for strict entry conditions. The equilibrium point is cho-

Figure 1. Relationship between FRR and FAR

senasthepoint of intersectionof theFAR andFRRcurves
(referFigure). At this point, the FAR equalsthe FRR and
this valueof FAR (or FRR) is calledtheEqualError Rate
(EER).

2.4.3 Equal Err or Rate

Mostbiometricsecuritysystemscanbe�ne-tunedto �t the
needsof eitherhigh securityor low securityenvironments.
Increasingsecurityin biometricsystemssometimesmakes
themmore�nick y, resultingin anincreasedFRRHowever,
if securityis settoo low, theFAR may increase.Thus,the
systemhasto be designedin sucha way that neitherthe
FAR nor theFRRis toohigh.

2.4.4 Authentication vs. Identi�cation

Therearetwo primary functionsofferedby any biometric
system.Oneis Identi�cation, a one-to-many (1:M) match-
ing processwhereinabiometricsampleis comparedto aset
of storedsamplesin adatabase.Theotheris Authentication
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, aone-to-one(1:1)matchingprocessin whichthebiometric
systemcomparesanindividual'sbiometricsampleto previ-
ouslyenrolleddatafor thatuser. Theprocessof veri�cation
narrows the biometric databasesearchby including other
identi�ers suchasnamesor IDs.

3 RelatedWork

JoyceandGupta([?]) presentacomprehensiveliterature
review of work relatedto keystrokedynamics.
In 1980, Gaineset al. ([?]) conductedexperimentswith
seven secretariesin which they were asked to retypethe
samethreeparagraphsat two differenttimesover a period
of four months. Keystroke latency timings werecollected
andanalyzedfor a limited numberof digraphs(Keystroke
latency times betweenadjacentletters) and observations
were basedon the digraph valueswhich occurredmore
than 10 times. A test of statistical independencewas
carried out using the T-Test under the hypothesisthat
the meanof the digraph times at both sessionswere the
same,andwith theassumptionthatthetwo varianceswere
equivalent. Although their resultswere encouraging,the
samplepopulationwas too small and the amountof data
requiredto build thereferencepro�les wasunacceptable.
Similar experimentswerecarriedout by Leggettet al.([?])
with 17 programmers. The authorsreportedan identity
veri�er which validatedtheresultsof ([?]). Leggettet. al.
reporta systemwith falsealarmrateof about5.5 percent
and importer pass rate of approximately5.0 per cent.
In their experimentsa latency was consideredvalid if it
fell within 0.5 standarddeviations of the meanreference
digraph latency, and “accepted”a user if more than 60
percentof the comparisonbetweenthe test signatureand
the meanreferencelatencieswere valid. However, as in
thepreviousstudiestherewasa majorlimitation in thatthe
amountof datarequiredwasexcessive, for example,a total
of morethan1000wordswasneededfrom eachparticipant.
Sucha staticauthenticationsystemwould not fair well in
practice.Furthermore,theimpostorpassratewastoohigh.
FabianMonroseandAviel Rubin usedthe ideapresented
in the work of Joyce et. al. to develop a morerobustand
generalmethodfor Keystroke Authentication. In their
implementation,threeclassi�erswereconsidered.The�rst
was basedon a Euclideandistancemeasure(l), in which
an “unknown” pro�le is associatedwith the reference
pro�le in the databasewhich minimizesthe distanceover
all referencepro�les in the database(i.e. the bestscore).
Probabilisticmeasures(2), in which they assumedNormal
distribution for eachof the featuresin the patternvector,
were investigatedand usedas the secondclassi�er. The
idea here was to maximize the probabilistic score for
given ”unknown” pro�le againstthe databaseof reference
pro�les. The third classi�er (4) involvedoptimizationson

thesecond,includingtheincorporationof weightedscores.
Thescoresareadaptiveanddependon thefrequency distri-
bution of the individual features. The weightsemphasize
theclassi�cationpowerof themostreliablefeatures.
Dawn Song,PeterVenableandAdrian Perrig([?]) imple-
mentedUser Recognition by Keystroke pattern analysis
usingstructuresimilar to Markov chainto modelthemean
and variancebetweentwo keystrokes. They took all the
combinationsof subsequentkeys and store the dataas a
userpro�le. To identify a userthey checked which user's
modelmaximizesthelikelihoodof therecentkey press.In
the predictionphasethey usednormal distribution which
formedthebasisfor determiningtheindex-set.
Someneuralnetworkapproacheshavealsobeenundertaken
in the last few years[?][?][?]. While theback-propagation
modelsusedyield favorableperformanceresultson small
databases,neuralnetworks have a fundamentallimitation
in thateachtimeanew useris introducedinto thedatabase,
thenetwork mustbe retrained.Moreover, for applications
suchas accesscontrol, the training requirementsmay be
prohibitively expensive andtime consuming.To overcome
the problemof continuousretraining,mostsystemsbased
on neuralnetwork approachespartition the databaseinto
smallergroupsof subjects. However, in situationswhere
thereis a high turnover of users,thedown time associated
with retrainingcanbesigni�cant.

4 Overview of the algorithm

In this section,we presentthe algorithm developedto
incorporatebiometricinformationinto userauthentication.

4.1 Problemde�nition

In a systemutilizing the login/password authentication
procedurefor identifying users,the biometric information
aboutthe typing characteristicsof the usermustbe incor-
porated.For successfulauthentication,it is not suf�cient if
only thepasswordsmatch,but in additionthetypingrhythm
of theusertrying to log in mustcopewith thoseof theactual
user.

4.2 Algorithm

Thealgorithmis madeupof thefollowingdistinctstages
-

� TemplateFormation

� Clustering

� ScoreEvaluation

� Authentication
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4.2.1 TemplateFormation

Everyuserhasto sign-upwith thebiometricauthentication
systembeforethe systemcanstartauthenticatinghim/her.
In a sign-upsession,the userentershis/her login-id and
passworda speci�ednumberof times.Thesystemthenan-
alyzesthisdataandcreatesausertemplatewhichrepresents
thetypical typingcharacteristicsof theuser. Whentheuser
typeshis/herpassword, thetime-delaysbetweensuccessive
keystrokesarerecorded.As explainedin Section2.2, these
time-intervalscanbeclassi�edinto four types:P-R,R-P, P-
PandR-R.Let us�rst limit thediscussionto P-Rlatencies.
We will thenseehow it canbe extrapolatedto includethe
otherlatenciestoo.
Assumethatthepassword is of length ����� . Sothereare

� PR latenciescorrespondingto a single password �eld.
Denotetheselatenciesby ���	�
���
���������������
��� .
Supposethatat timeof signingup,theuserentersthelogin-
id andpassphrase� numberof times. This meansthat the
systemhas � setsof datapointswith eachdatasetcontain-
ing � piecesof informationabouttheuser's P-Rlatencies.
This informationcanbe representedasshown in the table
below.

� � � � ����� �

�
���

�
���

�
���

�
���

����� �
���

����� ����� ���
� ����� ����� �����

�
���

�
���

�
�
�

�
���

����� �
���

� �!� ����� � ��� � ��� ����� � �
�

���"� ���#� ���$� ���$� ����� ���#�

In theabovetable,eachentryis of theform ��%'& , where
��%(& = )+*�, PRlatency in the -.*�, userpro�le.
It is expectedthat the typing traits of a singleuserper-

sistacrossvarioussamplesof his typing. Hence,theentries
in theabovetablecorrespondingto thesamekeystroke(i.e.
valuesin any single row) must have nearly identical val-
ues. But this biometric expectationmay not always be a
reasonableone.For example,auserwho is notusedto typ-
ing maynot beableto typein a consistentmanner. Hence,
theauthenticationalgorithmdevisedmustberobustto such
inconsistencies.To achievethisend,wedeviseascoremea-
surefor eachpassword stringandlet thealloweddeviation
from thisscoreto dependontheconsistency with whichthe
usertypes.

4.2.2 Clustering

As statedearlier, the datapoints lying in a single row of
the templatetable are expectedto be closeto eachother.
The �rst step now is to cluster thesedata points (time-
latencies)together. We usethe hierarchalclusteringalgo-
rithm for this purpose.Iffor a particularlatency, thecluster
formed is compact,i.e. inter-clusterspacing(Sec. 2.3.4)
is very small in magnitude,thenwe caninfer that theuser

is veryconsistentin typing thatparticularkeystroke. Time-
latencieswhich fall too away from theclusterheadareless
likely to model the user's ideal-characteristics.Consider
the datapoint, say �/% � ����% � ����% � �������0����% � for the ) *�, latency.
All thepointslying at a distancemorethanthemaximum-
acceptableinter-clusterspacingareconsideredto beoutside
thecluster. For the ) *�, latency to provide relevantinforma-
tionaboutthetypingrhythmof theuser, it is expectedthatat
least67%(about2/3)of all thedatapointsto lie within this
cluster. Sucha clusteris consideredasa feature. Putting
togetherall suchclustersthe completefeaturevectorof a
usercanbeobtained,which encodeshis/hertyping rhythm
while enteringthepassword.

Figure 2. Clustering data points

As �gure ?? indicates,therearethreepossibilitiesin the
distributionof points-

1. All compactwithin anacceptableradius(blue)

2. Few acceptablenumber of points lurking outside
(green)

3. Random/Non-acceptabledistribution (red)

4.2.3 ScoreEvaluation

Using the above machinery, we now devise a mathemati-
cal measurethat encodesinformationaboutthe userstyp-
ing rhythm.This is donethroughtheprocessof assigninga
scorefor eachuserpro�le, evaluatinga standardscoreand
estimatingthealloweddeviation from this standardscore.
The featurevector formulatedabove representsthe mean
valueof the latencies.Themean(i.e. clusterhead)for the

1+2�3

latency is calculatedas-

465�798;:(<

=

:

where>@? is thenumberof pointsin the
1�2�3

cluster, thesum-
mationbeingcarriedoverall latencieslying in thecluster.
Thestandarddeviation for theith latency is calculatedas-

ACB

?

5D7CE F�:(<!GIH
:(<�J/K

=

:
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where� %'& is theeuclideandistanceof thepoint � %'& from the
) *�,

clusterhead,the summationbeingcarriedover all the
pointslying in thecluster.
A weight �"% is associatedwith the ) *�, latency, depending
upon how compactis the cluster formed for that latency.
Greatertheproportionof thenumberof pointsin thecluster,
greateris theweightassociatedwith the latency indicating
higherconsistency of the userin re-producingthe latency.
Thustheweightsigni�es how consistenttheuseris in pro-
ducingthatparticularlatency.

�#%������

�

where � % is thenumberof pointsin the ith clusterand � is
thetotalnumberof input samplesof thepassphrase.
This procedureis carriedout for all � latenciesandvalues
for mean/cluster-head,standarddeviation from the cluster
headandtheweightscorrespondingto eachlatency areob-
tained. Theseparametersde�ne the ideal templatefor the
givenuser.
We assumeeachlatency to satisfythe following modi�ed-
Cauchydistribution function-

	�

� �������

�

���

�

�

����� ���




� ���

where � is themeanvalueof thelatency and  is thestan-
darddeviation for thelatency.
On basisof this distribution propertyof the latencies,any
featurevectorcomprisingof arbitrarylatency valuescanbe
comparedagainsttheideallatency templateobtainedfor the
user. Thescorefor any arbitraryfeaturevector(i.e. aninput
pro�le) is computedasfollows.
Everyindividual latency is �rst assignedascoreonbasisof
how “close” it lies to theclusterhead.

!

%
�#"%$

	&


�

� �

�

���'�

$(�
%

where " is the weight-coef�cient, usedto normalizethe
score.
The total scorefor the test latency is simply the sum of
scoresfor all latencies.

)

�+*

!

%

Thescoregivesusa mathematicalmeasureof closenessof
anarbitrarytestfeaturevectorto theidealfeaturevector.
The authenticationproblem now reducesto deciding a
thresholddeviation from the score. Computingthe devia-
tion from ideal templateis the key point of our methodin
characterizingthe user's biometric feature. The threshold
hasto take into accounthow muchthefeaturevectorof the
authenticuservariesfrom his ideal featurevector. In prac-
tice,this variationcanbearbitrarily largeor small(depend-
ing on whetherthe useris a goodtypist or not). Hence,a
rigid thresholdcannotbe laid down, insteada thresholdis
neededwhich can adaptto the user's typing traits, i.e. it

is higher for consistenttypists and lesserfor inconsistent
users. For obtainingsucha threshold,knowledgeof the
user's typical scoresis needed.To obtainthis,we applythe
above methodof evaluatingscoresto eachof the � input
latency setsobtainedfrom the userduring the registration
phase.We get � scores(for the P-R time interval). Now
this scoreis sortedandthemeanof a few selectedscoreel-
ementsis taken as the meanscoreto authenticateandthe
deviation of the leastscorefrom this meanis takenasPer-
missibledeviation in thescore.
Theselectionof thescoreelementsthatareaccounteddur-
ing calculationof themeanscoreandthealloweddeviation
dependson the level of securitywhich theuserselects.In
caseof security, just thepassword is matchedwithoutpro-
ceedingwith matchingthetyping rhythms.
Hencefor eachuserwe storethefollowing -

1. Password

2. Mean,Standarddeviation,Weightsof latencies

3. Scoresandtheir deviations

Consideringthe typical lengthof passwordsnot morethan
10-12characters,the above dataaccountsfor a mere500
bytesper user. Clearly Keystroke biometricsprovidesan
ef�cient andeasyway towardsmaintainingandaccessing
largeauthenticationdatabases.

4.2.4 Authentication

Whenever theusertypesin his login andpassword, a data
setof � � � P-R latenciescanbe generated.This forms
our testfeaturevector. For authenticatingtheuser, we need
to calculatethescorethatis associatedwith this testvector.
This is doneasper the above discussedscorecalculation
algorithm.Let thetestscoregeneratedbe

!

*

.
Scoresarealsoassumedto satisfytheCauchyDistribution
with cauchy-meanasthescore-meanandcauchy-deviation
asthescore-deviation.
We calculatetheValidationvectoras

-/.�.

�

���

�

�

�0� 1
23�




�

�

where� is themeanof thePPscoresevaluatedover the'n'
samplesof signupdataand  is the standarddeviation of
thePPscoresevaluatedover the � samplesof signupdata.
Application of the above methodto eachof the PP, RP,
PR and RR latencieswould give us four vectors, viz.

-
.�.

�

-
.54

�

-
43.

and
-

4�4

. An appropriatelinear combination
of thesefour vectorscanbe taken to generatethe �nal ac-
ceptanceexpressionfor theparticularuser.

6

�7"

-8.�.

�:9

-8.54

�<;

-=4>.

�:?

-=4�4

In themodelwe have implemented,thevaluesof " , 9 , and
; aresetto 1 while thevalueof ? is setto 0.
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5 Results

The proposedalgorithm was implementedon a Linux
workstation.Twentyuserswith typingspeedsvaryingfrom
40 to 100 wpm (while enteringtheir login/password) par-
ticipatedin the following trials of the authenticationalgo-
rithm. Not all usersparticipatingin the above trials knew
aboutthepurposeof thetrials. 5-6 of theusersweregiven
noinformationabouttheveri�er or thepurposeof thetrials.
Theremainingusersweretold what the trials werefor but
wereaskedto login normally, i.e. they wereaskednot to try
to exploit theveri�er by employing unnaturaltiming quirks
thatwouldmaketheirtemplateextremelydif�cult to match.
To beingwith, eachusersignedupwith thesystemby pro-
viding his usernameandpassword eleven times. Oncethe
usertemplatewasobtained,eachof themtried to log on to
his/heraccounteleventimes,giving atotalof 440self login
attempts.The login attemptsof threeusersaredepictedin
thegraph.Thehorizontalline indicatestheminimumscore
requiredfor acceptance,and clearly eachof the attempts
wasacceptedwith considerablemargin.
Eachof theaboveuserswerethenaskedto attemptbreak-in
theany of theotherthreeuseraccounts.All of thelogin in-
formation,includingpasswords,wasgivento eachimposter
but theimpostersdid notwitnessthetargetusers'trials. The
elevenusersyieldeda total of 200 imposterlogin attempts
with anextremelylow successof 2 logins.
Theabovetrialsresultedin animposterpassrateof 1 % and
afalsealarmrateof 4.38% (7 outof 158)overall thetrials.
However the falsealarmratecanbe signi�cantly reduced
by relaxingthesecuritylevel which wassetto 1 for all the
users.Similarly thefalseacceptanceratecanbereducedby
increasingthesecuritylevel, thusneedingatradeoff, where
the typing characteristicof useris utilized to calculatethe
exactvalueof securitylevel applicableto him/her.
We now presentsomeresultsof thetrials in detail.
Figures1-4show resultsof two users(whowerethetargets
of imposterattempts)logging in as themselvesaswell as
attemptsof otheruserslogging in asimposters.Although
eachof the two userswas the target of 19 imposters,we
presentresultsof only the2 closestimposters(eachmaking
11 attempts)to keepthe �gures legible. The vertical axes
in the graphsindicatethe valueof the score(scorevaries
from -3 to 3). Thehorizontalaxisrepresentssuccessive lo-
gin attempts.Eachverticalcolumnplottedthusdepictsthe
scorevalue generatedby eachof the successive login at-
temptsmadeby oneof theusers.
Figure?? representsauthenticlogin attemptsof user1.The

redhorizontalline depictsthe thresholdvalueusedfor au-
thenticationof the user. Clearly all the scoresare posi-
tive with a thresholdof 0̃.8 with the averagescorebeing
around2.0. Figure ?? representsthe impostor login at-
temptsmadeby users2 and3 againstuser1.Themaximum

Figure 3. Self­login attempts of user1

Figure 4. Login Attempts of user s 2 and 3
against user1

scoreachievedhasbeen0.3 with theoverall averagebeing
-0.72.Noneof theimpostorattemptssucceeded.Figure??

Figure 5. Self­login attempts of user2

representsauthenticlogin attemptsof user2.Thered hori-
zontalline depictsthe thresholdvalueusedfor authentica-
tion of the user. Clearly all the scoresarepositive with a
thresholdof 1.3 with the averagescorebeingaround2.3.
Figure?? representsthe impostorlogin attemptsmadeby
users1 and3 againstuser2.Themaximumscoreachieved
hasbeen0.3with theoverall averagebeing-0.91. Noneof
theimpostorattemptssucceeded.
A detailedstudyof theimposterpassesandfalsealarmswas
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Figure 6. Login Attempts of user s 1 and 3
against user2

carriedout. This leadto thefollowing observations-

1. Only two imposterswereableto successfullypassas
anotheruser.

2. Theimposterpassesinvolveda targetuser(user2)that
hadthehighestauthentication.

6 Conclusion

In thispaperwehaveinvestigatedtheperformanceof ap-
plying Randomdistribution functionsfor userrecognition
basedonhis/hertypingpatterns.In theimplementationde-
scribed,we assumedthat the scorescanbe approximated
usingmodi�ed Cauchydistribution function. This wasap-
plied on �ltered keystroke latencieswhereinthe clearout-
liers werediscardedusinghierarchalclusteringalgorithm.
This schemefaredexcellentwith extremely low falseac-
ceptanceandfalserejectionrates.
The Keystroke authenticationmethodoutlined above will
invariablyaddto thesecurityof thenormallogin/password
system.A passwordof length8 couldbehardenedinto one
with length40 by associating32 keystroke latencieswith
it. As a result,thesecuritywould be� ve timesstronger(in
thebestcase).Evenin theworstcase,i.e. whentheuseris
extremelyerraticin his typingrhythm,thesystemwill beat
leastassecuretheoriginal login/passwordsystem.
A notablefeatureof thisauthenticationsystemis in it' sver-
i�cation procedurewhereinthe thresholdcalculatedis not
hard. Insteadit takesinto accountthe typical deviationsin
the typing of a userandaccordinglyadjustsits value. As
a result, the thresholdvalue for acceptanceis completely
user-determined.It will bevery high for a consistenttypist
andquite low for an erratictypist. This makesthe system
adaptableto thetypingcharacteristicsof theuser, thushelp-
ing greatlyin reducingtheFAR andFRR.
Drawbacks

As any other authenticationsystem,the methodoutlined
above alsohaslimitations. Oneof them is, a userwhose
typingpatterschangesubstantiallybetweenconsecutive in-
stancesof typing. He/Shemight not be able to generate
a reliable hardenedpassword. In this case,it just means
that the userhasno consistenttyping rhythm and so this
methodof authenticationwould not strengthenthenormal
login:passwordscheme.
Besides,in the long term, the typing rhythm of a person
could be subjectto slow changes.This is a limitation of
thesystem(andnot theuseraswasthecaseabove),albeit,
it canbe resolved if we take careof small drifts by updat-
ing thetemplatedataof theuserevery time he/shesuccess-
fully authenticates.This updatewould be incrementaland
would dependon variousfactorslike thescorewith which
userwasauthenticated(for thatparticularinstance),his/her
consistency level, thenumberof inputsamplestakenduring
sign-upandthechosensecuritylevel.
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