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Abstract

In this paper we presenta novel approadc of authen-
ticating uses accessinghe resoucesof any systemusing
RandomDistribution Functions. The proposedmethodin-
volvescollectingdatathat representdhe biometricpattern
of a user and corverting this biometric data into a form
that can be mathematicallymanipulated. This is followed
by application of statisticalmethodsto nd an expression
that de nesthe user's biometrictraits, againstwhich (s)he
canthenbeauthenticatedn future. Thealgorithmaimsto
developa systenthat haslow False Acceptancend False
RejectionRates.We illustrate this usingKeystioke Dynam-
ics asoneof the BiometricAuthenticationsystems.

1 Intr oduction

Biometricsis a eld thatrecognizeghatall humansare
differentin their physicalmakeupandit is possibleto iden-
tify peoplebasedon thesedifferences.Hair, color, height
andthesoundof avoiceareall examplesof how peopleare
differentfrom eachothet A combinationof thesediffer-
encesreateouridentity andmakesusdifferentfrom each
other The principle of Biometricsis to usesuchunique
characteristicef a personto identify whetherthe personis
who he/sheclaimsto be. Biometricidenti cation is under
stoodto meantheunambiguousecognitionof anindividual
on the basisof personalphysiologicalor behaioral char
acteristics. Thesecharacteristicare the so-calledprimary
featuressuchas nger print, iris or retinal patternsyoice,
handwritingor movement.They areunique distinctive and
not transferable. They cannotbe lost or forgottenandcan
only befakedto alimited extent.
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Thevariousdifferentbiometricproceduregall into thefol-
lowing categories-

1. Staticprocesseselatingto theidenti cation of -

Fingerprints
Handgeometry
Iris or retina
Face

2. Dynamicprocesseselatingto therecognitionof -

Handwriting
Keyboardtyping patterns
Voice

Lip movement

Behavior analysis

1.1 Instant Recognition!

All authenticatiorsystemsdnvolve associatinghe users
of a systemwith a uniqueidenti cation key. In most of
thecommonlyusedsystemsthis happengo beapassverd.
Suchidenti cation keys caneasilybefakedor hacledinto.
To block accessf aninvalid user it is essentiato usea
characteristiof the authenticuserthatis soinnateto him
that no otherusercanfake it. The useof Biometricsfor
userauthenticatiorprovides one suchsolution. Biometric
patternsare quite distinctive for differentusers,makingit
possibleto identify themonthebasisof their biometricpat-
terns,thusmakingtheauthenticatiorprocedureeliableand
alsodif cult to hackinto.

1.2 Keystroke Dynamics

Onesuchsafeguardis keystroke dynamics.As thename
implies, this methodanalyzegdheway a usertypesat ater
minalby monitoringthekeyboardinputsthousandsf times
persecondandaimsto identify usershasedon certainha-
bitual typing rhythmpatterndMi194].



When a persontypes, the latenciesbetweensuccessie
keystrokes, keystroke durations, nger placementand ap-
plied pressur@nthekeys canbeusedto construcaunique
signaturefor that individual. For well-known, regularly
typedstrings,suchsignaturesanbe quite consistent.

The key advantagesn applyingkeyboarddynamicsis that
thedevice usedin this systemthekeyboard,is unobtrusve
anddoesnotdetractfrom one'swork. Enrolimentaswell as
identi cation goesundetectedby theuser Anotherinherent
bene t to usingkeystroke dynamicsis thatit doesnot in-
volve the developmentof new hardware (asis requiredin
caseof authenticatiorusingiris scanor ngerprints) and
hencebuilding the systemis inexpensve. Keystroke-based
authenticationalso offers useful advantagesfrom imple-
mentatiorpoint of view. It hasbeenfoundthattheinforma-
tion abouta persons typing patterncaneasily be encoded
mathematicallyby noting the time latenciesbetweensuc-
cessie key pressesnd/orreleaseskurthermorekeystroke
dynamicds notintrusive, makingit very applicableio com-
puteraccessecurityasthe userswill betyping atthe key-
boardarnyway. As a result,keystroke biometricsnaturally
lendsitself asan ef cient methodof identi cation andau-
thentication.Theauthenticatiornis alsoreliablesincetyping
patternsare quite distinctive for differentusers,makingit
possibleto identify usersbasedn their typing patterns.

In this paperwe outlineanalgorithmfor Biometric pattern
RecognitiorusingKeystroke Dynamicsasaconcreteexam-
ple. The methodeasilylendsitself to otherbiometricsys-
temsaswell. It involvesencodinghebiometricinformation
of the userstyping rhythmin termsof their time-latencies.
Thisis followed by applicationof statisticalgeneralization
to this setof dataandits extrapolationin orderto determine
whethera particularusertrying to authenticatejs indeed
veritable. The systemalsoaimsto adaptto minor changes
in the users typing rhythm that could occurover a period
of time.

Thepapetis organizedasfollows. Section2 explainsthere-
latedwork andthetheoreticaktonceptshatarepre-requisite
to understandhealgorithm. Section3 explainsin detailthe
designof the algorithm (which includescollection of bio-
metric samplestheir corversioninto a mathematicaform,
authenticatiorof any usersinputagainsthecollectedsam-
plesandadaptatiorof the systemto changesn users typ-
ing traits).Sectiod presentghe resultsof the analysisas
studiedover a samplerepresentatie population. Sections
concludeghe paperanddiscusseshe scopeof application
of themethodoutlinedin the paper

2 Theoretical Concepts

In this section,we develop certainkey conceptsupon
whichtherestof the paperis based.

2.1 Probability and Distrib ution

Statisticalmethodsof distribution and probability nd
wide applicationsin the eld of Biometrics. It hasbeen
obsenedthat the mathematicakntitiesthat represenbio-
metric featuresof humansfollow certainpatternsthat can
be approximated by randomvariableswith certainproba-
bilistic distributionssuchasthe CauchyDistribution, Nor-
mal Distribution. Usingthesedistributionfunctions,we can
corvertthediscretedatasetobtainedrom samplebiometric
inputs(thataretakenfrom the userin the procesf regis-
tration)into a continuousfunction, which canthenbe used
to predictthe probability of the particularbiometricentity
taking any givenvalue. This is usedduring the authenti-
cationstageto computethe probability of credibility of the
usertrying to authenticateAccordingly, (s)hecanbegiven
acces®r rejected.

Randomvariable: A randomvariabledenotesa numerical
guantityde nedin termsof theoutcomeof arandomexper
iment. MathematicallyarandonvariableX is arealvalued
functionde ned on a probability space.
Thedistributionfunctionis usedn computingvariousprob-
abilities associateavith the randomvariableX at different
values/ranges.

2.2 Keystroke Latencies

Successie key pressesand releaseggive rise to four
typesof key presdatencies

1. P-P (Press-Press)t is thetime interval betweersuc-
cessie key pressesPhysicallyit representfiow fast
thepersontypes.

2. P-R (Press-Release)t is the time interval between
thepressingof a key andreleasinghe samekey. This
is analogougo how 'hard' onetypes,i.e. how much
pressurés appliedduringtyping.

3. R-P (Release-Pressitis thetimeinterval betweerthe
releaseof a key andthepressingof the next key.

4. R-R (Release-Releasd}:is thetimeinterval between
thereleaseof two successie keys.

Thesefour latenciescollectively form a mathematicatep-

resentatiomf thetypingrhythmof auser For thesameuser
typing the sameword, they areexpectedto have consistent
patternsandnotvary out of pre-determinegroportions.

2.3 Clustering of Data Points

2.3.1 De nition

The clusteringproblemcanbe preciselyde ned asthe fol-
lowing - Givena setof datapoints,eachhaving a setof at-



tributes,andasimilarity measuramongthem,form groups
of datapointscalled'clusters' suchthat-

Datapointsin oneclusteraremoresimilar to onean-
other

Datapointsin separatelustersarelesssimilarto one
another

The measureof similarity useddependsupon the actual
problemat hand. In caseof Keystroke Dynamics,the data
pointswe have arethetime latenciesandhencewe cluster
themtogetheron basisof how closetheir valuesare (i.e.
Euclideandistancebetweerthe points)

2.3.2 Feature

For authenticatiorusing a Biometric Property we expect
the propertyto have certain qualities that are distinctive
to individual users,i.e. they stay consistenfor the same
userandvary signi cantly for differentusers.Sucha prop-
erty is termedas a Feature. For example,in the caseof

Keystroke Dynamicsthe P-Platenciesassociatedvith typ-

ing the passphrastorm a feature.

2.3.3 FeatureVector

In generalthe biometricentity we aretrying to formulate
may have mary features.Thesefeaturesogetherform the

Feature Vectorfor thatbiometricentity. For example,in the

caseof Keystroke Dynamics,the featurevectorcomprises
of variouslatenciedgnvolvedin typing the passphrase.

2.3.4 Cluster Head and Inter-Cluster Spacing

If biometricsamplesf dataarecollected andtheir feature
vectorsare obsenred, it canbe seenthat thesevectorsare
distributedcloseto oneanother Clusteringof thesepoints
leadsto the formationof groupsof pointsthathave a high
degree of similarity to one another Within eachgroup,
the point thatrepresentshe meanof all the featurevectors
within thatgroupis termedthe ClusterHeadandthe stan-
darddeviation of all the pointswithin the clusterfrom the
meanvectoris known asthe Inter-clusterSpacing

2.4 FalseAcceptanceand FalseRejection

2.4.1 FalseAcceptanceRate

Thishappensvhenanon-ragistereduserisincorrectlyiden-

ti ed by the systemto be anauthenticuser It involvesan

unauthorizedpersongainingaccesdo protectedresources
andhenceis potentially a far more seriousthreatto secu-
rity. The fraction of non-authentiauserswho are allowed

accesgo the systemresourcedy the systemis de ned as

the FalseAcceptancdRate(FAR).

2.4.2 FalseRejectionRate

This happensvhenaregisteredusers biometricdatais re-

jectedby the system. The fraction of authenticuserswho

arerejectedby the systemis de ned asthe False Accep-
tanceRate(FAR).

Thesetwo criteriaareusedtogethermandcanbe setwith dif-

ferenttolerancesFor examplewith homeelectronicshop-
ping onewould toleratea falseacceptanceate,while min-

imizing the falserejectionrate. Otherwiseauthorizedpar

ticipantswould not take partin a procedurewnhich rejected
themtoo often. However alow FAR bringswith it a high

risk of falseacceptanceqSeeFigure??) For critical secu-
rity applicationson the otherhand,the FAR mustbe mini-

mized,but for secureentryto bankstrong-room®r atomic
power plantsfor instance,everyoneunderstandshe need
for strict entry conditions. The equilibrium point is cho-

max

Figure 1. Relationship between FRR and FAR

senasthe point of intersectiorof the FAR andFRR curves
(refer Figure). At this point, the FAR equalsthe FRR and
this valueof FAR (or FRR)is calledthe Equal Error Rate
(EER)

2.4.3 Equal Err or Rate

Most biometricsecuritysystemsanbe ne-tunedto t the
needsof eitherhigh securityor low securityervironments.
Increasingsecurityin biometricsystemssometimesnakes
themmore nick y, resultingin anincreased-RR However,

if securityis settoo low, the FAR mayincrease.Thus,the
systemhasto be designedin sucha way that neitherthe
FAR northe FRRis too high.

2.4.4 Authentication vs. Identi cation

Therearetwo primary functionsoffered by ary biometric
system.Oneis Identi cation, a one-to-may (1:M) match-
ing processvhereina biometricsampldas comparedo aset
of storedsamplesn adatabaseTheotheris Authentication



, aone-to-ong1:1) matchingprocessn whichthebiometric
systemcomparesnindividual's biometricsampleto previ-

ouslyenrolleddatafor thatuser Theprocesf veri cation

narrons the biometric databasesearchby including other
identi ers suchasnamesor IDs.

3 RelatedWork

JoyceandGupta([?]) presentcomprehensieliterature
review of work relatedto keystroke dynamics.
In 1980, Gaineset al. ([?]) conductedexperimentswith
saven secretariesn which they were asled to retypethe
samethreeparagraphst two differenttimesover a period
of four months. Keystroke lateng timings were collected
andanalyzedfor a limited numberof digraphs(Keystroke
lateng times betweenadjacentletters) and obsenations
were basedon the digraph valueswhich occurredmore
than 10 times. A test of statistical independencevas
carried out using the T-Test under the hypothesisthat
the meanof the digraphtimes at both sessionawere the
sameandwith the assumptiorthatthe two variancesvere
equivalent. Although their resultswere encouragingthe
samplepopulationwas too small and the amountof data
requiredto build thereferencepro les wasunacceptable.
Similar experimentswverecarriedout by Leggettet al.([?])
with 17 programmers. The authorsreportedan identity
veri er which validatedthe resultsof ([?]). Leggettet. al.
reporta systemwith falsealarmrate of about5.5 percent
and importer passrate of approximately5.0 per cent.
In their experimentsa lateny was consideredvalid if it
fell within 0.5 standarddeviations of the meanreference
digraph lateng, and “accepted”a userif more than 60
percentof the comparisorbetweenthe testsignatureand
the meanreferencelatencieswere valid. However, asin
the previous studiestherewasa major limitation in thatthe
amountof datarequiredwasexcessie, for example,atotal
of morethan1000wordswasneededrom eachparticipant.
Sucha static authenticatiorsystemwould not fair well in
practice.Furthermoretheimpostorpassratewastoo high.
FabianMonroseand Aviel Rubin usedthe ideapresented
in the work of Joyce et. al. to develop a morerobustand
generalmethodfor Keystroke Authentication. In their
implementationthreeclassi erswereconsideredThe rst
was basedon a Euclideandistancemeasurg(l), in which
an “unknown” prole is associatedwith the reference
pro le in the databasevhich minimizesthe distanceover
all referencepro les in the databasdi.e. the bestscore).
Probabilisticmeasure$?2), in which they assumedNormal
distribution for eachof the featuresin the patternvector,
were investigatedand usedas the secondclassi er. The
idea here was to maximize the probabilistic score for
given”unknown” pro le againstthe databasef reference
pro les. Thethird classi er (4) involved optimizationson

thesecondjncludingtheincorporationof weightedscores.
Thescoresareadaptve anddependnthefrequeng distri-
bution of the individual features. The weightsemphasize
theclassi cationpower of the mostreliablefeatures.

Dawn Song,PeterVenableand Adrian Perrig ([?]) imple-
mented User Recanition by Keystioke pattern analysis
usingstructuresimilar to Markov chainto modelthe mean
and variancebetweentwo keystrokes. They took all the
combinationsof subsequenkeys and storethe dataas a
userpro le. To identify a userthey checled which users
modelmaximizesthelikelihoodof therecentkey press.In
the prediction phasethey usednormal distribution which
formedthebasisfor determiningheindex-set
Someneuralnetwork approachebave alsobeenundertalen
in thelastfew years[?][?][?]. While the back-propagation
modelsusedyield favorable performanceesultson small
databasespeuralnetworks have a fundamentalimitation
in thateachtime anew useris introducednto the database,
the network mustbe retrained. Moreover, for applications
suchas accesscontrol, the training requirementsamay be
prohibitively expensve andtime consuming.To overcome
the problemof continuousretraining, mostsystemsbased
on neuralnetwork approachegpartition the databasento
smallergroupsof subjects. However, in situationswhere
thereis a high turnover of usersthe down time associated
with retrainingcanbesigni cant.

4 Overview of the algorithm

In this section,we presentthe algorithm developedto
incorporatebiometricinformationinto userauthentication.

4.1 Problemde nition

In a systemutilizing the login/passwerd authentication
procedurefor identifying users,the biometricinformation
aboutthe typing characteristicef the usermustbe incor
porated.For successfuluthenticationit is not sufcient if
only thepasswrdsmatch butin additionthetypingrhythm
of theusertrying to log in mustcopewith thoseof theactual
user

4.2 Algorithm

Thealgorithmis madeup of thefollowing distinctstages

TemplateFormation
Clustering
ScoreEvaluation

Authentication



4.2.1 Template Formation

Every userhasto sign-upwith the biometricauthentication
systembeforethe systemcan startauthenticatinghim/het
In a sign-up session the userentershis/herlogin-id and
passwverd a speci ed numberof times. The systemthenan-
alyzeghisdataandcreatesusertemplatenvhichrepresents
thetypical typing characteristicef theuser Whentheuser
typeshis/herpassverd, thetime-delaysetweersuccessie
keystrokesarerecorded As explainedin Section2.2,these
time-intenalscanbeclassi edinto four types:P-R,R-P, P-
PandR-R.Letus rst limit thediscussiorto P-Rlatencies.
We will thenseehow it canbe extrapolatedo includethe
otherlatenciedoo.
Assumethatthe passverd is of length . Sothereare
PR latenciescorrespondingo a single passverd eld.
Denotethesdatenciesy .
Supposghatattime of signingup, theuserentergshelogin-
id andpassphrase numberof times. This meanghatthe
systemhas setsof datapointswith eachdatasetcontain-
ing piecesof informationaboutthe users P-Rlatencies.
This information canbe represente@sshavn in the table
below.

In theaboretable,eachentryis of theform |, where
= PRlatenyinthe userpro le.

It is expectedthat the typing traits of a singleuserper
sistacrossvarioussamplef histyping. Hence theentries
in theabove tablecorrespondingo the samekeystroke (i.e.
valuesin ary single row) must have nearly identical val-
ues. But this biometric expectationmay not always be a
reasonablene.For example,auserwhois notusedto typ-
ing may not be ableto typein a consistentnanner Hence,
theauthenticatioralgorithmdevisedmustberobustto such
inconsistenciesTo achievethisend,we deviseascoremea-
surefor eachpasswverd stringandlet the allowed deviation
from this scoreto dependbnthe consisteng with whichthe
usertypes.

4.2.2 Clustering

As statedearlier, the datapointslying in a singlerow of
the templatetable are expectedto be closeto eachothet
The rst stepnow is to cluster thesedata points (time-
latencies)ogether We usethe hierarchalclusteringalgo-
rithm for this purpose.lIffor a particularlateng, the cluster
formedis compact,i.e. inter-clusterspacing(Sec. 2.3.4)
is very smallin magnitude thenwe caninfer thatthe user

is very consistentn typing that particularkeystroke. Time-

latencieswhich fall too away from the clusterheadareless
likely to model the users ideal-characteristics.Consider
the datapoint, say for the latengy.

All the pointslying at a distancemorethanthe maximum-
acceptablénter-clusterspacingareconsideredo beoutside
thecluster Forthe lateng to provide relevantinforma-

tion aboutthetypingrhythmof theuser it is expectedhatat

least67% (about2/3) of all thedatapointsto lie within this

cluster Sucha clusteris consideredasa featue. Putting
togetherall suchclustersthe completefeaturevectorof a

usercanbe obtainedwhich encodesis/hertyping rhythm

while enteringthe passverd.

Figure 2. Clustering data points

As gure ??indicatestherearethreepossibilitiesin the
distribution of points-

1. All compactwithin anacceptableadius(blue)

2. Few acceptablenumber of points lurking outside
(green)

3. Random/Non-acceptabtstribution (red)

4.2.3 Score Evaluation

Using the above machinery we now devise a mathemati-
cal measurghat encodedgnformationaboutthe userstyp-
ing rhythm. This is donethroughthe procesf assigninga
scorefor eachuserpro le, evaluatinga standardscoreand
estimatingthe alloweddeviation from this standardscore.
The featurevector formulatedabove representthe mean
valueof the latencies.The mean(i.e. clusterhead)for the
lateng is calculatedas-

where is thenumberof pointsin the  cluster thesum-
mationbeingcarriedoverall latenciedying in thecluster
Thestandardieviation for theith lateng is calculatechs-



where istheeuclideardistanceof thepoint  from the
clusterhead,the summationbeing carriedover all the
pointslying in thecluster
A weight is associatedvith the  lateng, depending
upon how compactis the clusterformed for that lateng.
Greatettheproportionof thenumberof pointsin thecluster
greateris the weightassociatedvith the lateng indicating
higherconsisteng of the userin re-producingthe latengy.
Thusthe weightsigni es how consistenthe useris in pro-
ducingthatparticularlatengy.

where is the numberof pointsin theith clusterand is

thetotal numberof input samplef thepassphrase.

This proceduras carriedoutfor all  latenciesandvalues
for mean/clustehead,standarddeviation from the cluster
headandtheweightscorrespondingo eachlateng areob-
tained. Theseparametersle ne the ideal templatefor the
givenuser

We assumeeachlateng to satisfythe following modi ed-

Cauchydistribution function-

where is the meanvalueof thelatengy and is the stan-
darddeviation for thelateng.

On basisof this distribution propertyof the latencies ary
featurevectorcomprisingof arbitrarylateng valuescanbe
comparedhgainstheideallateng templateobtainedor the
user Thescorefor ary arbitraryfeaturevector(i.e. aninput
pro le) is computedasfollows.

Everyindividual lateng is rst assigne scoreon basisof
how “close” it lies to the clusterhead.

where
score.
The total scorefor the testlateng is simply the sum of
scoredor all latencies.

is the weight-coefcient, usedto normalizethe

The scoregivesus a mathematicaimeasuref closenessf
anarbitrarytestfeaturevectorto theidealfeaturevector
The authenticationproblem now reducesto deciding a
thresholddeviation from the score. Computingthe devia-
tion from ideal templateis the key point of our methodin
characterizinghe users biometric feature. The threshold
hasto take into accounthow muchthe featurevectorof the
authenticuservariesfrom his idealfeaturevector In prac-
tice, this variationcanbearbitrarily largeor small(depend-
ing on whetherthe useris a goodtypist or not). Hence,a
rigid thresholdcannotbe laid down, insteada thresholdis
neededwhich can adaptto the users typing traits, i.e. it

is higher for consistentypists and lesserfor inconsistent
users. For obtaining sucha threshold,knowledge of the
userstypical scoreds neededTo obtainthis, we applythe
above methodof evaluatingscoresto eachof the input
lateny setsobtainedfrom the userduring the registration
phase.We get scores(for the P-R time intenal). Now
this scoreis sortedandthe meanof a few selectedscoreel-
ementsis taken asthe meanscoreto authenticateandthe
deviation of the leastscorefrom this meanis takenasPer-
missibledeviationin the score.

The selectionof the scoreelementghatareaccountediur-
ing calculationof the meanscoreandthealloweddeviation
dependsn the level of securitywhich the userselects.In
caseof security justthepassverdis matchedwithoutpro-
ceedingwith matchingthetyping rhythms.

Hencefor eachuserwe storethefollowing -

1. Passveord
2. Mean,Standardleviation, Weightsof latencies
3. Scoresandtheir deviations

Consideringhe typical lengthof passwordsnot morethan
10-12 charactersthe above dataaccountsfor a mere500
bytesper user Clearly Keystroke biometricsprovidesan
ef cient and easyway towardsmaintainingand accessing
largeauthenticatiordatabases.

4.2.4 Authentication

Whenever the usertypesin his login and passwerd, a data
setof P-R latenciescanbe generated.This forms
our testfeaturevector For authenticatinghe user we need
to calculatethe scorethatis associateavith thistestvector
This is doneas per the above discussedscorecalculation
algorithm.Let thetestscoregeneratedbe
Scoresarealsoassumedo satisfythe CauchyDistribution
with cauchy-meamsthe score-meamndcauchy-dgiation
asthescore-degiation.

We calculatethe Validation vectoras

where is themeanof the PPscoresvaluatedoverthe'n’
samplesof signupdataand is the standarddeviation of
thePPscoresvaluatedoverthe samplesf signupdata.
Application of the abore methodto eachof the PR RP,
PR and RR latencieswould give us four vectors, viz.
and . An appropriatdinear combination
of thesefour vectorscanbe takento generatehe nal ac-
ceptancexpressiorfor the particularuser

In themodelwe have implementedthevaluesof , ,and

aresetto 1 while thevalueof is setto 0.



5 Results

The proposedalgorithm was implementedon a Linux
workstation. Twentyuserswith typing speedvaryingfrom
40 to 100 wpm (while enteringtheir login/passwrd) par
ticipatedin the following trials of the authenticatioralgo-
rithm. Not all usersparticipatingin the above trials knew
aboutthe purposeof thetrials. 5-6 of the usersweregiven
noinformationabouttheveri er or thepurposeof thetrials.
The remainingusersweretold whatthe trials werefor but
wereaskedto login normally; i.e. they wereaslednotto try
to exploit theveri er by employing unnaturatiming quirks
thatwould make theirtemplateaxtremelydif cult to match.
To beingwith, eachusersignedup with the systemby pro-
viding his usernamendpasswerd eleventimes. Oncethe
usertemplatewasobtainedeachof themtried to log onto
his/heraccounteleventimes,giving atotal of 440selflogin
attempts.Thelogin attemptsof threeusersaredepictedin
thegraph.Thehorizontalline indicatesthe minimumscore
requiredfor acceptanceand clearly eachof the attempts
wasacceptedvith considerablenagin.

Eachof theabove usersverethenasledto attemptbreak-in
theary of the otherthreeuseraccountsAll of theloginin-
formation,includingpassverds,wasgivento eachimposter
but theimposterglid notwitnessthetargetusers'trials. The
elevenusersyieldeda total of 200 imposterlogin attempts
with anextremelylow succes®f 2 logins.
Theabovetrialsresultedn animpostempassateof 1 % and
afalsealarmrateof 4.38% (7 outof 158)overall thetrials.
However the falsealarmrate can be signi cantly reduced
by relaxingthe securitylevel which wassetto 1 for all the
users.Similarly thefalseacceptanceatecanbereducecdy
increasinghesecuritylevel, thusneedingatradeoff, where
the typing characteristiof useris utilized to calculatethe
exactvalueof securitylevel applicableto him/her

We now presensomeresultsof thetrials in detail.
Figuresl-4 shaw resultsof two usergwho werethetargets
of imposterattempts)logging in asthemselesaswell as
attemptsof otherusersloggingin asimposters.Although
eachof the two userswas the target of 19 imposters,we
presentesultsof only the2 closesimpostergeachmaking
11 attempts)to keepthe gures legible. The vertical axes
in the graphsindicatethe value of the score(scorevaries
from -3 to 3). Thehorizontalaxisrepresentsuccessie lo-
gin attempts.Eachvertical columnplottedthusdepictsthe
scorevalue generatedby eachof the successie login at-
temptsmadeby oneof theusers.

Figure?? representauthentidogin attemptsof userl.The
red horizontalline depictsthe thresholdvalue usedfor au-
thenticationof the user Clearly all the scoresare posi-
tive with a thresholdof 0.8 with the averagescorebeing
around2.0. Figure ?? representghe impostorlogin at-
temptsmadeby users2 and3 againstuserl.The maximum
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Figure 3. Self-login attempts of userl

Figure 4. Login Attempts of users 2 and 3
against userl

scoreachiezed hasbheen0.3 with the overall averagebeing
-0.72.Noneof theimpostorattemptssucceededrigure??

Figure 5. Self-login attempts of user2

represent@uthenticlogin attemptsof user2.Thered hori-
zontalline depictsthe thresholdvalueusedfor authentica-
tion of the user Clearly all the scoresare positive with a
thresholdof 1.3 with the averagescorebeingaround?2.3.
Figure ?? representshe impostorlogin attemptsmadeby
usersl and3 againstuser2. The maximumscoreachieved
hasbeen0.3with the overall averagebeing-0.91. Noneof
theimpostorattemptssucceeded.

A detailedstudyof theimpostempassesndfalsealarmswas



Figure 6. Login Attempts of users 1 and 3
against user2

carriedout. This leadto thefollowing obsenations-

1. Only two imposterswere ableto successfullypassas
anothemuser

2. Theimpostempassesnvolvedatargetuser(user2)that
hadthe highestauthentication.

6 Conclusion

In this papemwe haveinvestigatedheperformancef ap-
plying Randomdistribution functionsfor userrecognition
basedn his/hertyping patterns.in theimplementatiorde-
scribed,we assumedhat the scorescan be approximated
usingmodi ed Cauchydistribution function. This wasap-
plied on Itered keystroke latencieswhereinthe clearout-
liers were discardedusinghierarchalclusteringalgorithm.
This schemefared excellentwith extremelylow falseac-
ceptancandfalserejectionrates.

The Keystroke authenticatiormethodoutlined above will
invariablyaddto the securityof the normallogin/passwrd
system A passwerd of length8 couldbe hardenednto one
with length 40 by associating32 keystroke latencieswith
it. As aresult,the securitywould be ve timesstronger(in
the bestcase).Eenin the worstcase,.e. whenthe useris
extremelyerraticin histyping rhythm,the systemwill beat
leastassecurehe original login/passwrd system.

A notablefeatureof this authenticatiorsystemisin it' sver-

i cation procedurewvhereinthe thresholdcalculatedis not
hard. Insteadit takesinto accountthe typical deviationsin
the typing of a userand accordinglyadjustsits value. As
a result, the thresholdvalue for acceptancés completely
userdeterminedIt will bevery highfor a consistentypist
andquite low for an erratictypist. This makesthe system
adaptableo thetyping characteristicef theuser thushelp-
ing greatlyin reducingthe FAR andFRR.

Drawbacks

As ary other authenticationsystem,the methodoutlined
above also haslimitations. Oneof themis, a userwhose
typing patterschangesubstantialljbetweerconsecutie in-
stancesf typing. He/Shemight not be ableto generate
a reliable hardenedpasswerd. In this case,it just means
that the userhasno consistentyping rhythm and so this
methodof authenticatiorwould not strengtherthe normal
login:passwrd scheme.

Besides,in the long term, the typing rhythm of a person
could be subjectto slow changes. This is a limitation of
the system(andnot the useraswasthe caseabove), albeit,
it canbe resohedif we take careof small drifts by updat-
ing thetemplatedataof the userevery time he/shesuccess-
fully authenticatesThis updatewould be incrementaland
would dependon variousfactorslik e the scorewith which
userwasauthenticatedfor thatparticularinstance)his/her
consisteng level, thenumberof input samplegakenduring
sign-upandthe chosersecuritylevel.
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